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HeGadcar] Aligns to Instructor ASC Physical
Course InSfifuEier= Certification or Digital Badge Training Alignment Equipment
Self-Paced Led Certificate Required Required Required
CYBERSECURITY
® |ntroduction to Cybersecurity v v v
Cybersecurity Essentials (version 3.0) v v v
.I Cybersecurity Essentials (version 2.0) v v N
.! Endpoint Security v v N
.: Network Defense v v v v
.I Cyber Threat Management v v v
CyberOps Associate v v v
Network Security v v v v v
Ethical Hacker v v v
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L ]
Introduction to Cybersecurity A general cybersecurity awareness training for all. 6 hours

Develops essential knowledge of cybersecurity domains, including information security

L ]
Cybersecurity Essentials systems, network security, ethics and laws, and defense and mitigation techniques. 70 hours
Aligned to Cisco Certified Support Technician (CCST) Cybersecurity Certification.

Endpoint Security Focuses on assessing and securing the network at the edges. 27 hours
Network Defense Covers technigues to monitor a network and evaluate security alerts. 27 hours
% Cyber Threat Management Explores governance in cybersecurity and skills to manage threats. 16 hours
CyberOps Associate Ao to Cisco Certiiea Oyberops Associate Carticaton. 70 hours
Network Security i[r)]rteeegrletr;.s skills to design and implement security for network devices and ensure their 70 hours
Ethical Hacker Become proficient in the art of scoping, executing, and reporting vulnerability 70 hours

assessments, and recommending mitigation strategies.

%2025 1H“Cybersecurity-EssentialsZ @ AZFE TE L5320 - T ie3T-ADHAFERNMYU—-Z
Endpoint Security / Network Defense / Cyber Threat Management

Cisco Confidential



Junior Cybersecurity Analyst Career Path

\

v' Develops job-ready skills for entry-level roles
v' Free, 120-hour curriculum
v Certification-aligned

CIsco
CERTIFIED
CYBERSECURITY

N

/ Apply for entry-level jobs, \ / Continue to additional courses \
* Junior Cybersecurity Analyst

internships, and apprenticeships
» Cybersecurity Technician
« Cybersecurity Specialist .
K * Tier 1 Help Desk Support / K SHICEIHEEREE /

Cisco Confidential




|l|l|l||. Networking
CISCO Academy

Course Overview/aA—X DR E
ZOA—ATIE. HAN—DRLUR, BE. 8KV
PAN—AR—IXTOLLHE. BAABLULTED
F—ADNREIZDLNTIERLET,

Benefits/Fl ;2
BEODGENYDHHERTIE, HEELT /13—
HEDHZEHZITOIGOTVWET A1
ETCEANT—RETAN—SRETHHE.
Y=L x LA TAT CORERE. TLTLHEEET
FITEZLDITOREENY M/ —EF2) T4EHE
BREEZNELTLIONEHZIET,

Explore Opportunities in Technology
v BRETRUGETIOINFATDHDHYA/N\—
X AT/ DEBEBELES

vV HAN—tF ) TADRAF LN RT H%<
DX )7 DRIREMEZERKRLET

© 2023 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information

Introduction to Cybersecurity

Course Details

Target Audience: Secondary and 2-Year college
students, general audience

Estimated Time to Completion: 6 hours
Prerequisites: None

Course Delivery: Instructor-led or Self-paced

Learning Component Highlights:
v 5 modules and 7 practice labs
v Interactive activities & quizzes
v 1 final exam

Course Recognitions: Digital Badge

Recommended Next Course:
Networking Essentials or Cybersecurity Essentials

skillsforall.com | netacad.com

Security#i &
IZHEIHDI—X

Requirements

« ASC Alignment Required: Recommended
« Instructor Training: Optional

« Basic Equipment: Computer/Mobile Device
and Internet

- Additional Equipment Required: No
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Cybersecurity Essentials

Course Details

Target Audience: High school, secondary or
vocational school and college/university students,
general audience

Estimated Time to Completion: 70 hours

Prerequisites: Foundational understanding of
networking and network device configuration

Course Delivery: Instructor-led

Learning Component Highlights:
v 27 modules and 75 practice activities
v Interactive activities and quizzes
v 1 final exam

Course Recognitions: Digital Badge

Certification Alignment: This course aligns with
the CCST Cybersecurity certification.

Recommended Next Course: CyberOps Associate

skillsforall.com

Requirements

- ASC Alignment: Recommended

« Instructor Training: Recommended

- Basic Equipment: Computer and Internet
- Additional Equipment Required: No
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Course Details

Target Audience: Secondary and 2-year college

vocational students; Reskilling to find a job in cyber

Estimated Time to Completion: 27 hours

Recommended Preparation: Introduction to
Cybersecurity

Course Delivery: Instructor-led or Self-paced

Learning Component Highlights:
V" 10 modules
V' 31 Labs and Cisco Packet Tracer activities
v 40+ interactive activities & quizzes
v 1 final exam

Course Recognitions: Digital Badge

Certification Alignment: This course is part of the
Junior Cybersecurity Analyst Career path which
aligns to the CCST Cybersecurity Certification

Recommended Next Course: Network Defense

- ASC Alignment: Recommended
- Instructor Training: Optional

- Basic Equipment: Computer / Mobile Device
and Internet

- Additional Equipment Required: No
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Network Defense

Course Details

Target Audience: Secondary and 2-year
college vocational students; Reskilling to find a job
in cyber

Estimated Time to Completion: 27 hours

Recommended Preparation: Introduction to
Cybersecurity and Endpoint Security

Course Delivery: Instructor-led or Self-paced

Learning Component Highlights:

11 modules

v' 29 Labs and Cisco Packet Tracer activities
v/ 58 + interactive activities & quizzes

v' 1 final exam

<

Course Recognitions: Digital Badge

Certification Alignment: This course is part of the
Junior Cybersecurity Analyst Career Path and
aligns with the CCST Cybersecurity certification

Recommended Next Course: Cyber Threat
Management

skillsforall.com

- ASC Alignment: Recommended
« Instructor Training: Optional

- Basic Equipment: Computer / Mobile Device
and Internet

- Additional Equipment Required: No
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Cyber Threat Management

Course Details

Target Audience: Secondary and 2-year
college vocational students; Reskilling to find a
job in cybersecurity.

Estimated Time to Completion: 16 hours

Recommended Preparation: Introduction to
Cybersecurity, Endpoint Security, and Network
Defense

Course Delivery: Instructor-led or Self-paced

Learning Component Highlights:
v 6 modules
v 16 Labs and Cisco Packet Tracer activities
v’ 28+ interactive activities & quizzes
v' 1 final exam

Course Recognitions: Digital Badge

Certification Alignment This course is part of the
Junior Cybersecurity Analyst Career Path which
aligns to the CCST Cybersecurity Certification

skillsforall.com

- ASC Alignment: Recommended
« Instructor Training: Optional

- Basic Equipment: Computer / Mobile Device
and Internet

- Additional Equipment Required: No
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Course Details

Target Audience: Students enrolled in
technology degree programs at higher
education institutions; IT professionals who
wants to pursue a career in Security Operations

Estimated Time to Completion: 70 hours

Recommended Preparation: Introduction to
Cybersecurity, Cybersecurity Essentials

Course Delivery: Instructor-led

Learning Component Highlights:
v 28 chapters and 46+ practice labs
v 6 Cisco Packet Tracer activities
v 113 interactive activities, videos, & quizzes
v 1 practice certification exam

Course Recognitions: Certificate of Completion,
Letter of Merit, Digital Badge

Recommended Next Course:
Cloud Security, Network Security, loT Security

Course Demos
(Available for select courses)

List of All Courses
(Includes language availability)

- ASC Alignment Required: Yes

- Instructor Training Required: Yes
- Physical Equipment Required: No (Uses Virtual

Machines on the student’s computer)

« Discount Availability: Yes

\_—) Certification Aligned
\Cs_rber()ps

Cisco Certified CyberOps Associate

Associate
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Course Details

Target Audience: 2-year and 4-year college
students in Networking or Engineering programs

Estimated Time to Completion: 70 hours

Recommended Preparation: Basic
understanding of computer networks (CCNA:
Introduction to Networks and CCNA: Switching,
Routing, and Wireless Essentials, or equivalent)

Course Delivery: Instructor-led

Learning Component Highlights:
v 22 modules and 25 practice labs
v 22 Cisco Packet Tracer activities
v 87+ interactive activities, videos, and
quizzes
v 1 final exam

Course Recognitions: Certificate of Completion,
Letter of Merit, Digital Badge

Recommended Next Course:
CyberOps Associate, Cloud Security, 0T
Security

Course Demos
(Available for select courses)

List of All Courses
(Includes language availability)

- ASC Alignment Required: Yes

- Instructor Training Required: Yes

+ Physical Equipment Required: Yes
- Discount Availability: Not Applicable

Hands-on practice with
Cisco Packet Tracer
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Course Details

Target Audience: College/university students or
vocational school students

Estimated Time to Completion: 70 hours

Prerequisites:

» Entry-level cybersecurity knowledge:
CCST Cybersecurity certification or
Cybersecurity Essentials or Junior
Cybersecurity Analyst Career Path, or
equivalent

» Basic programming knowledge

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
v 10 modules and 34 labs
86 interactive practice activities and quizzes
1 final exam
1 skills-based assessment

SURNIN

Course Recognitions: Digital Badge

Recommended Next Course:
CyberOps Associate, Network Security

skillsforall.com

- ASC Alignment: Recommended

« Instructor Training: Recommended

« Basic Equipment: Computer and Internet
- Additional Equipment: No
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